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OFAC Sanctions Enforcement Trends
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Total OFAC Civil Enforcement Penalties by Year
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Recent Enforcement Trends

 OFAC pursued several novel and aggressive enforcement theories as it finalized 30 cases in 
2019 including:
 Piercing the Corporate Veil 

 OFAC has signaled its willingness to pierce the veil in enforcement cases to bring enforcement 
actions against parent companies for apparent sanctions violations by their subsidiaries.  

 Example – OFAC’s enforcement proceedings against General Electric regarding apparent 
violations by three of its subsidiaries. 

 Expanded Territorial Jurisdiction – U.S. Servers and U.S. Origin Software
 OFAC has shown its willingness to penalize non-U.S. companies for transactions that would not 

have been covered by OFAC’s jurisdiction if they had not utilized U.S. servers. 
 Example – OFAC’s enforcement action against Société Internationale de Télécommunications 

Aéronautiques SCRL (“SITA”) where the basis for jurisdiction was the technology provided to 
sanctioned entities was hosted on and incorporated functions that routed messages through U.S. 
servers and contained U.S. origin software.

 Indirect Contact with U.S. Financial Institutions 
 Recent actions have shown that OFAC will regard even tenuous and indirect contact with U.S. 

financial institutions as grounds for an enforcement action.  
 Example - OFAC’s enforcement action against The British Arab Commercial Bank for 

transactions that were not processed to, or through the U.S. financial system but where money 
used to fund the nostro account making the transactions passed through U.S. financial 
institutions.
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OFAC’s Compliance Framework

 In May 2019, OFAC released a Framework for Compliance Commitments, the first significant guidance from 
OFAC on the key elements of a compliance program.  Since then, it has used the benchmarks in the 
Compliance Framework to assess compliance programs as mitigating and aggravating factors in enforcement 
actions.  

 General Electric
 Agreed to pay $2,718,581 on to settle liability for $8,018,615 of invoices paid by directly to a Cuban 

SDN.
 OFAC the fact that GE identified the alleged violations by testing and auditing its compliance program 

as a mitigating factor.

 Apple, Inc.
 Agreed to pay $466,912 to settle liability for violations of the Foreign Narcotics Kingpin Act.
 OFAC regarded the multiple points of failure within the company’s sanctions compliance program, 

policies, and procedures as an aggravating factor.
 In the enforcement action, OFAC highlighted the importance of implementing effective, thorough, and 

on-going risk-based compliance measures as stated in its Framework for Compliance Commitments.

 Société Internationale de Télécommunications Aéronautiques SCRL (“SITA”)
 OFAC highlighted that SITA did not maintain or implement an effective compliance policy.  
 OFAC again highlighted the importance of implementing effective, thorough, and on-going risk-based 

compliance measures as stated in its Framework for Compliance Commitments.
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Effects of COVID-19 on OFAC Enforcement

 OFAC has recently stated that it will evaluate any technical and resource challenges 
faced by organizations and businesses due to the COVID-19 pandemic as a factor in 
determining an appropriate administrative response to an apparent violation that 
occurs within this period on a case-by-case basis.

 OFAC has reaffirmed its support for a risk-based approach to sanctions compliance 
and stated that it understands that businesses and organizations affected by the 
pandemic may choose to reallocate sanctions and compliance resources as part of 
that approach.

 OFAC will be evaluating such effects on a case-by-case basis, meaning that 
resource shortages caused by the pandemic may not counter a weak compliance 
program or a disregard for sanctions compliance during the pandemic. 

 Companies should still ensure that their compliance programs are up to date with 
OFAC’s Framework for Compliance.
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CFIUS
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Key Aspects of FIRMMA

 Greater scrutiny of transactions involving sensitive data and critical 
technologies.

 Mandatory filings for non-controlling investments in critical technologies and 
transactions where a foreign government holds a substantial interest in a 
foreign investor.

 Jurisdiction over real estate purchases in locations where it may be possible 
to gather information on or from sensitive U.S. government facilities.

 Short-Form Declarations which will receive a response after 30 days and 
must be filed at least 45 days before closing.

 Increase of National Security Review from 30 days to 45 days.
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Trends from CFIUS 2019 Annual Report

 Chinese investors continue to account for the largest proportion of CFIUS filings 
between 2017 and 2019 despite a significant decrease in 2019.

 Despite an increase in the number of Notices, the number of investigations have 
decreased.  This could potentially be due to the 15 day increase in the Review stage 
as CFIUS reports that no notices were withdrawn in the review stage.

 Indicative of FIRMMA’s focus on critical technologies and sensitive data, the amount 
of covered transactions in the manufacturing sector and finance, information, and 
services sectors have continued to rise and account for an increased proportion of 
the total covered transactions in 2019. 

 Parties filed 94 declarations in 2019.
 Of the 94 declarations filed in 2019, 35 were approved.  CFIUS requested the parties to 

file a written notice in 26 cases and noted that it could not complete its review on the basis 
of the declaration in 32 cases.  One declaration was withdrawn for business purposes.
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Recent Actions on China
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Executive Orders Targeting TikTok and WeChat

 On August 6, 2020, the White House issued two Executive Orders targeting the parent 
companies of two Chinese social media and communications apps, TikTok and 
WeChat. Followed by another EO targeting TikTok’s parent on August 14.

 These EO’s do not currently place any direct restrictions on U.S. persons, except for TikTok
Inc., a Delaware corporation.

 The August 6 Orders state that the Secretary of the U.S. Commerce Department “shall” identify 
a set of restricted transactions on September 20, 2020, limiting U.S. persons in transactions 
with (1) ByteDance, or its subsidiaries; and (2) Tencent Holdings, or its subsidiaries, if the 
transaction relates to WeChat. 

 The August 14 Order then requires, among other things, ByteDance to (1) divest all ownership 
rights in assets, property, and data related to the use of TikTok within the United States by 
November 12, 2020, and (2) provide the U.S. Committee on Foreign Investment in the United 
States (“CFIUS”) a ten-day notice period, during which CFIUS can review, and potentially object 
to, any proposed sale based on a list of factors related to national security.
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Implications of the EO’s Targeting TikTok and WeChat

 The EO’s are designed to force ByteDance Ltd. And Tencent Holdings Ltd., 
the parent companies of TikTok and WeChat, to sell the apps’ U.S. 
operations and data or take some other action to placate the governments 
national security concerns.

 The EO’s represent an unprecedented use of sanctions authority and raise 
unprecedented questions about the global impact of the potential imposition 
of sanctions.

 For example, WeChat is one of two major payment platforms in China and is 
widely used across Asia.  The removal of WeChat off the Apple Store and 
Google Play Store may cause a significant drop in iPhone and Android 
sales, as those phones will no longer meet key consumer demands in 
countries such as China where cash is virtually non-existent.
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