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Before An Incident:  Understanding, Managing, and 
Disclosing The Risks



The Evolving Face of Ransomware



Evolving Face of Ransomware

 The early days of ransomware, pre 2017
 Generic and sometimes auto-spreading 
 Sometimes destructive due to poor coding
 Some variants had software weaknesses that allowed decryption 

without payment (CryptoLocker)
 Relatively small ransoms ($100 to $1,000) – bitcoin was much cheaper 

then!
 Nascent days of ransomware-as-of-service, fairly expensive
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Evolving Face of Ransomware

 Attackers have changed their strategy and tactics over time.
 Rise of human-operated attacks as preference over commodity attacks
 Starts with a network compromise, continues with credential theft and 

ends with ransomware. 
 Multiple schemes at once: business email compromise + ransomware 

+ data leak extortion
 Payment-less recovery more likely to come from criminal fatigue or 

collapse than from software coding weaknesses
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Evolving Face of Ransomware

 Most recent trends
 Alarming increase in volume of attacks and data leak extortion. 300% 

increase in complaints to FBI over the beginning of the COVID-19 
pandemic in the US.

 Overall increase in ransom demand amounts (thousands to millions), 
however the amount is often tailored to each organization and their 
ability and need to pay

 Healthcare providers and highly technology dependent organizations 
have become gold mines for attackers, resulting in some of the largest 
demanded ransoms 
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Identifying and Managing Risk



Reg S-P and the Safeguards Rule

 The Gramm-Leach-Bliley Act, enacted in 1999, directed the SEC and other 
agencies that oversee financial institutions “to establish appropriate 
standards for financial institutions relating to administrative, technical, and 
physical safeguards to protect customer records and information.”

 “Safeguards Rule” – adopted in 2000 – investment advisers and broker-
dealers must have written policies and procedures that are implemented 
and reasonably designed to: 

1. Ensure the security and confidentiality of customer records and info; 
2. Protect against anticipated threats or hazards to the security or 

integrity of customer records and information; and 
3. Protect against unauthorized access to or use of customer records or 

info that could result in substantial harm or inconvenience to 
customers.
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Other SEC Rules on Data Security

 “Disposal Rule” – 2003 FACT Act amended the Fair Credit Reporting Act 
and requires, among other things, proper disposal of consumer reports 
and information derived therefrom.
 SEC rule, adopted in 2004:  Covered entities that maintain or possess 

“consumer report information” for a business purpose must take “reasonable 
measures to protect against unauthorized access to or use of the information 
in connection with its disposal.”

 “Identity Theft Red Flags Rule” – 2003 FACT Act also required the 
development of identity theft red flag rules, first by the FTC and, after 
amendment by Dodd-Frank in 2010, by the SEC and CFTC.
 SEC rule, adopted in 2013:  Financial institutions must develop and implement 

a written identity theft prevention program reasonably designed to detect, 
prevent and mitigate identity theft in connection with opening a covered 
account.
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Compliance Requires Understanding Your Risk

 Each of these rules includes a “reasonableness” component.
 Safeguards Rule explicitly references “anticipated threats or hazards”

 Each of the rules focuses on policies, procedures, and controls.
 These rules suggest that the measure of compliance is not whether you have 

successfully avoided being attacked, but whether you are taking appropriate 
steps to defend you and your customers’ data.

 The implicit prerequisite is knowing and understanding the risks to your 
networks, data, devices, and other IT infrastructure.
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Manage 
Risks

Evaluate 
Risks

Identify 
Risks

 A risk assessment helps you 
identify and evaluate risk.

 A robust information security 
program helps you manage risk.



Managing Your Risk

 Issues to address as you think about your risk and build an information 
security program include:
 Data security – how data secured in storage, in transit, and in use?
 Vendor management – how do you ensure key vendors take 

appropriate steps to protect data? 
 Employee management – what controls do you have in place to 

segment data, handle departing employees, etc.?
 Data Retention/Deletion – how long do you keep data? How do you 

destroy data you no longer need?
 Backups – How often do you back data up?  How accessible is it?
 Incident Response – What happens if there is a security incident? 
 Training and monitoring – how do you convey your policies to your 

employees and ensure they are following him?
 Organizational – Who is in charge?  What is reported to the Board?
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SEC Exam Findings

 The SEC also has prioritized cyber issues in recent exams.  In a 2019 Alert, 
the SEC highlighted numerous shortcomings:
 Policies and procedures were not reasonably designed to safeguard 

customer information.
 Registrants failed to follow their own policies and procedures regarding 

outside vendors. 
 Policies and procedures that did not identify all systems on which the 

registrant maintained customer PII.  
 Written incident response plans did not address important areas, such 

as role assignments, actions required to address a cybersecurity 
incident, and assessments of system vulnerabilities.

 Customer login credentials that had been disseminated to more 
employees than permitted under firms’ policies and procedures.

 Instances where former employees retained access rights after their 
departure and therefore could access restricted customer information.
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SEC Enforcement Efforts

 The SEC has brought multiple enforcement actions for failure to protect 
customer data, demonstrating its ability and willingness to enforce against 
these rules.  

 Examples include:
 Morgan Stanley Smith Barney LLC (2016) – SEC fined MSSB $1 

million after finding that MSSB’s failure to draft/implement reasonable 
policies led to unauthorized disclosure of hundreds of thousands of 
customers’ NPI.

 Voya Financial Advisors, Inc. (2018) – SEC fined Voya $1 million and 
ordered it to hire a compliance consultant, finding that failure to 
adequately train staff and update identity theft program led to 
unauthorized access to customer NPI.
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Disclosing Risk:  When, Where, and How



Disclosing Cyber Risks

 2018 SEC Interpretive Guidance on public company disclosures regarding 
cybersecurity risks and incidents

 Encourages public reporting companies:
 To adopt comprehensive policies and procedures related to 

cybersecurity
 To develop appropriate and effective disclosure controls for identifying 

and disclosing cybersecurity risk and incidents
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“Given the frequency, magnitude and cost of cybersecurity incidents, the 
Commission believes that it is critical that public companies take all required 
actions to inform investors about material cybersecurity risks and incidents in a 
timely fashion, including those companies that are subject to material 
cybersecurity risks but may not yet have been the target of a cyber-attack.”



Disclosing Cyber Risks

 Pursuant to the SEC guidance, companies are expected to disclose 
information about:
 Adequacy of cybersecurity protections and limits on a company’s ability 

to prevent or mitigate cybersecurity risks
 Costs associated with maintaining cybersecurity protections
 Laws that may affect cybersecurity costs
 Potential for reputational harm to the company
 Board’s role in cybersecurity risk management
 Litigation, investigations or remediation associated with cybersecurity 

incidents
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After An Incident:  Investigating, Responding to, and 
Disclosing an Incident



Working With The Forensic Investigator



Working With the Forensic Investigator

 Your forensic investigator, likely working under privilege and direction of 
your Breach Counsel, is there to help. 

 The investigator’s role is to:
 Provide expert advice based on their previous experience
 Assist with crisis management
 Help you contain/stabilize the breach and stop the bleeding
 Establish the facts:

 What happened?
 How precisely did it happen?
 What systems were impacted, including those that are 

“asymptomatic”?
 What data is at risk? 

 Advise you how to remediate the incident
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Working With the Forensic Investigator

 When you realize you have an incident, what you should do:
 Do engage breach counsel if you haven’t already. 
 Do take steps to ensure critical systems (i.e., systems with sensitive 

data, backups, etc.) are protected (e.g., detach them from the network 
if appropriate). 

 Do reset passwords for all accounts with elevated privileges, such as 
domain administrators, service accounts, application accounts, etc. 

 Do confirm backup systems are intact and establish a timeline of 
available recovery points. 

 Do check retention periods of critical log sources and start preserving 
the log data to prevent data rollover. 
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Working With the Forensic Investigator

 What you should NOT do:
 Don’t make contact with the attacker. 
 Don’t use email for sensitive communications regarding the incident.
 Don’t rebuild or restore from backup before evidence is preserved and 

malware is contained within the environment. 
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Key Considerations:  Response and Public 
Disclosure



To Pay Or Not To Pay…

 Whether to pay the ransom is one of the first questions you need to ask 
and answer.

 Key considerations:
 Do you need the data?  Are backups going to suffice?
 Does the threat actor know who you are?
 What can the investigator tell you about the threat actor, the attack, and 

the likelihood that data may have been exfiltrated?
 Do you have reason to believe the threat actor will (or will not) keep 

their word?
 Law enforcement guidance:  Don’t Pay
 Practical Reality?  Many companies pay.
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Disclosing to the Public – Whether To Do It

 A ransomware incident is not necessarily a reportable event in every 
jurisdiction.  Whether you need to disclose is going to involve a fact-specific 
analysis.

 Key considerations:
 What has the investigator uncovered about the nature of the intrusion?  

What did the threat actor access beyond the encrypted files?  Is there 
any evidence that any data was exfiltrated?

 What data breach notification laws or regulations apply to the incident?  
If the incident triggers notification under some but not all applicable 
laws, what do you do?

 Do you have an existing incident response plan?  If so, does that 
provide guidance on whether to disclose or not?

 General regulator guidance:  Disclose.  
 Practical Reality?  The laws as currently drafted do not require that 

every incident be reported.
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Disclosing to the Public – How To Do It

 If you’ve decided to notify individuals whose data was implicated in the 
incident, you need to take appropriate steps to do that.  Some laws are very 
specific about what those steps are.

 Key considerations:
 What laws apply?  Depending on the jurisdiction, you may find that 

certain information must be included in the notification, while in other 
jurisdictions certain information may not be included in a notification.

 What does the investigator know?  You will want to provide information 
about the incident that is useful and clear, but you need to ensure you 
are not getting ahead of the investigator or otherwise compromising the 
investigation.

 Do you need to issue a press release?  In some cases, a website 
posting and press release may be an option for fulfilling notification 
obligations.

27



Key Considerations:  Disclosing to Regulators

 Even if you’ve decided you do not need to notify the public at large, you 
may still need to notify relevant regulators.  In some cases, there are 
objective triggers or thresholds that require reporting (e.g., number of 
consumers affected), while in others it is likely to be a subjective (e.g., 
materiality).

 Key considerations:
 What laws apply?  Is there an applicable trigger/threshold for reporting 

– if so, has that threshold been met?
 What is the timing for reporting?  In cases where you must report to 

both the public and regulators, some laws require that the reporting be 
done in a specific order (e.g., regulator first, then public).

 Is the incident likely to be material?  Does it affect your company’s 
ability to continue operating in a manner similar to before the breach?

 How do you notify?  Some regulators want a phone call, others require 
a formal letter or filing.
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Questions?
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