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A. Overview of US Sanctions

 Primarily administered by the US Department of the Treasury’s Office of 
Foreign Assets Control (OFAC), with some sanctions imposed by the US 
Department of State.

 Three general categories:
 General embargoes;
 Targeted sanctions on Specially Designated Nationals (“SDNs”); and
 Limited restrictions, such as on extension of credit, to Russian and Venezuelan 

entities.
 US primary sanctions generally prohibit activities by US persons:

 US nationals and permanent residents (‘green card’ holders), wherever located;
 Any entity constituted under the laws of the United States; and
 Any person or entity physically located in the United States.

 For Iran and Cuba, the restrictions also apply to foreign entities that are 
“owned or controlled” by a US person.
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A. Overview of US Sanctions

Risk for Non-US companies:
 Exporting goods or services from the United States to a sanctioned 

jurisdiction, individual or entity.
 Transactions in US dollars
 Goods or services provided by US persons in support

 “Causing a violation” – Non-US entities face potential liability for causing a 
sanctions violation by involving a US person in a transaction that would be 
prohibited for a US person.

 Secondary sanctions – OFAC may impose sanctions on non-US entities 
even with no US nexus to the transaction. 
 A non-US entity may be restricted from US markets and the US financial system 

if it engages in certain conduct related to Iran, North Korea, or Russia. 
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B. Recent Changes - Sanctions for Iran in the US and EU 

 On 8 May 2018, President Trump announced the United States would 
withdraw from the JCPOA and re-impose nuclear-related sanctions for Iran.

 What remains the same:
 General embargo prohibiting export of goods and services from the United 

States to Iran or to a third country if specifically intended for Iran.
 Key changes:

 Revocation of General License H. 
 US-owned or -controlled foreign entities.

 GL H generally authorised foreign subsidiaries of US companies to engage in activity with 
Iran. 

 Re-imposition of “secondary sanctions.”
 Significant transactions in key sectors, including energy, shipping, shipbuilding, 

automotive.
 Significant transactions with SDNs, including over 700+ Iranian individuals, 

entities, aircraft, and vessels were reinstated on the SDN List.
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B. Recent Changes - Sanctions for Iran in the US and EU

 Key changes (continued):
 Significant transactions with Iran’s energy, shipping, shipbuilding, or 

automotive sectors or certain other specified activities in Iran.  
 The State Department and OFAC will weigh the following factors in 

determining whether a transaction is “significant”: 
1) the size, number, and frequency of transaction(s); 
2) the nature of the transaction(s); 
3) the level of awareness of management and whether the transaction 

was a part of a pattern of conduct; 
4) the nexus between the transaction and a blocked person;
5) the impact of the transaction on the objectives of the sanctions;
6) whether any deceptive practices were involved in the transaction; 

and 
7) any other relevant factors as determined on a case-by-case basis.
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B. Recent Changes - Sanctions for Iran in the US and EU 
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 The EU lifted all of its economic and financial sanctions imposed in connection 
with the Iranian nuclear program on 16 January 2016 pursuant to the JCPOA.

 However, certain proliferation-related measures and restrictions remain in place, 
e.g., arms embargo, restrictive measures related to missile technology, 
restrictions on certain nuclear-related transfers and activities, and provisions 
concerning certain metals and software which are subject to an authorisation 
regime.

 Certain restrictive measures that are not part of JCPOA also still apply. These 
measures were imposed by the EU in relation to serious human rights violations 
in Iran, support for terrorism, and other grounds. They include travel restrictions 
and asset freezes, and embargoes on equipment which may be used for internal 
repression and on equipment that may be used to monitor or intercept Internet 
and telephone communications. These sanctions will expire, unless further 
extended, on 12 April 2019.



B. Recent Changes - Sanctions for Iran in the US and EU 
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 Further to the US withdrawal from the JCPOA in 2018 and the 
reimplementation of U.S. sanctions against Iran, the European Commission 
adopted updated Council Regulation (EC) No. 2271/96 on 6 June 2018 (the 
“Blocking Statute”) to mitigate the impact on US sanctions on Iran.

 The Blocking Statute applies to all EU persons, who are prohibited from 
complying with the US secondary sanctions unless they are exceptionally 
authorised to do so by the European Commission.



B. Recent Changes - Sanctions for Iran in the US and EU 
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 European Commission published Guidance Note:

“EU operators are free to conduct their business as they see fit in 
accordance with EU law and national applicable laws. This means that 
they are free to choose whether to start working, continue, or cease 
business operations in Iran or Cuba, and whether to engage or not in an 
economic sector on the basis of their assessment of the economic 
situation. The purpose of the Blocking Statute is exactly to ensure that 
such business decisions remain free, i.e., are not forced upon EU 
operators by the listed extra-territorial legislation, which the Union law 
does not recognise as applicable to them.”



B. Recent Changes - Sanctions for Iran in the US and EU 
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 Review of and revisions to sanctions compliance processes are essential.
 Effects on non-US companies include:

 Contravention of US sanctions if a non-US company makes or receives 
payments using the US financial system in relation to transactions involving Iran. 

 Contravention of US sanctions if a non-US company assists US financial 
institutions or insurers to facilitate transactions involving Iran. 

 Risk of US sanctions if a non-US company conducts business with SDNs or 
other sanctioned persons. 

 US re-insurers unable to provide cover or to make payments in relation to 
Iranian claims. Non-US re-insurers risk sanctions for providing reinsurance 
services in relation to Iranian claims. 

 Criminal offence to breach EU Blocking Statute (unlimited fine). 
 Another EU Step to Preserve the JCPOA: Special Purpose Vehicle



C. Recent Changes - Sanctions for Russia in the US and EU 
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 OFAC has added several prominent Russian individuals to the SDN List. 
 On 6 April, OFAC added Igor Rotenberg, Viktor Vekselberg, and Oleg 

Deripaska to the SDN List.
 Impacted entities include entities owned 50 percent or more by the above-

designated individuals, including GAZ Group and Renova Group.
 Following an agreement between OFAC and Deripaska for Deripaska to divest 

control of his companies, RUSAL, EN+ and Eurosibenergo were delisted in 
January 2019, though Deripaska remains an SDN. 

 Sulzer and Rusal actions show divestment will alter impact of sanctions.
 The U.S. maintains certain sanctions against persons listed on the Sectoral 

Sanctions Identification List (“SSI List”).
 Pursuant to the Countering America’s Adversaries Through Sanctions Act 

(“CAATSA”), non-US companies risk secondary sanctions for significant 
transactions with any person designated under the Russian program. 



C. Recent Changes - Sanctions for Russia in the US and EU 
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 In March 2014, the EU imposed restrictive measures against those responsible for 
actions which undermine or threaten the territorial integrity, sovereignty and 
independence of Ukraine. These measures consist of asset freezes and sectoral 
economic sanctions, and will expire, unless further extended, on 31 July 2019.

 In March 2018, the UK responded to the alleged poisoning of Sergei Skripal and his 
daughter Yulia, by expelling 23 Russian diplomats.

 Related to the Skripal poisoning, under US law, the Chemical and Biological 
Weapons Act (“CBW Act”) requires the imposition of certain sanctions.  The 
imposition of sanctions under the CBW Act is currently “under review” by the Trump 
Administration. 



D. Recent Changes - Sanctions for Venezuela in the US
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 On 28 January 2019, OFAC added Petroleos de Venezuela S.A. (“PdVSA”) 
to the SDN List. 

 OFAC also issued eight new Venezuela-related general licenses that 
authorise certain transactions and activities related to PdVSA and its 
subsidiaries within specified time frames. 

 Transactions with CITGO and PDVH are authorised through 27 July 2019. 
 Purchase and importation into the United States of petroleum and 

petroleum-related products from PdVSA are authorised through 28 April 
2019, but payments must be made into a blocked account in the United 
States.

 OFAC amended a previously issued general license authorising
transactions related to, the provision of financing for, and other dealings in 
certain bonds.
 Divestment or transfer of PdVSA debt must be made to a non-US person.



E. Other EU/UK Developments
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North Korea
 Continued extension of asset freezes and trade restrictions

Venezuela
 Arms embargo
 Asset freezes and travel bans for Venezuelan officials 
 Sanctions renewed until 14 November 2019

Other Jurisdictions
 UN-Mali Listings
 Chemical Weapons Sanctions List



F. The Sanctions and Anti-Money Laundering Act 2018

 On 23 May 2018, the Sanctions and Anti-Money Laundering Act 2018 
received Royal Assent and on 21 November 2018, the Sanctions and Anti-
Money Laundering Act 2018 (Commencement No. 1) Regulations 2018 were 
made, bringing the majority of the provisions of the Sanctions and Money 
Laundering Act 2018 on sanctions into force as of 22 November 2018.

 Why required?

 Key features and implications
 “Considers . . . appropriate” test
 Designation by description
 ‘Magnitksy’ sanctions powers

 Guidance?
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G. US Enforcement Trends
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 Recent sharp increase in OFAC enforcement following a decrease in the 
beginning of 2018.

 Examples:
 JP Morgan agreed to a settlement amount of $5,263,171 for apparent 

violations involving 87 net settlement payments for a total value of 
$1,022,408,149 of which approximately $1,500,000 was in the interest 
of sanctioned entities. 

 Société Générale S.A. agreed to pay $53,966,916.05 to settle potential 
civil liability for 1,077 apparent violations.  OFAC concluded that the 
bank had removed or omitted references to OFAC-sanctioned parties in 
the information sent to U.S. financial institutions.

 Cobham Holdings, Inc., a US company, agreed to pay $87,507 for 
violations of the Ukraine-Related Sanctions Regulations.  Cobham’s 
screening software failed to identify or flag parties that were on the 
SDN List or were owned 50 percent or more by an SDN. 



H. UK Enforcement Trends
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Sanctions:
 Mabey & Johnson Ltd (2009) – £2 million fine
 Weir Group plc (2010) – £3 million fine and £13.9 million confiscation order
 RBS (2010) – £5.6 million fine

Recent Export Control Decisions:
 VWR International
 Individual convictions



H. UK Enforcement Trends
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OFSI
 122 new asset-freeze targets were added to the UK Consolidated List. 
 In 2017-2018, 122 suspected breaches of financial sanctions were reported 

to OFSI. 
 OSFI considers it likely that it “will impose monetary penalties in 2018-19” 

but has not done so yet.

FCA
 Watch this space.



I. Best Practices
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10 steps to compliance:
1. Top-down approach
2. Up-to-date policies and procedures (including disclosure requirements)
3. Clear communication of policies and procedures
4. Periodic training tailored to risk profile of company and level of 

involvement of particular types of staff (and third-party agents)
5. Risk-based sanction screening process
6. Align dynamic sanction screening to third-party due diligence procedures
7. Implement a system for reporting potential violations, conducting 

appropriate internal investigations, and imposing remedial measures
8. Audit and regularly review sanction screening policies, procedures and 

training
9. Independent audits and testing
10. Enforcement is not the trigger to implement a compliance programme
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