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Overview

 Phase 1:  Initial Steps
 Phase 2:  Fact Gathering
 Phase 3:  Reporting
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Phase 1:  Initial Steps of an Internal Investigation



Receipt of an Allegation

 Initiation of Investigation
 Whistleblower report through internal reporting mechanism 
 Government inquiry (e.g., subpoena or CID)
 Media reports
 Other  (e.g., red flag during acquisition due diligence, routine audit, employee 

exit interview)
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Benefits of an Internal Investigation

 An effective internal investigation and implementation of remedial 
measures, if appropriate, provide a number of benefits
 it can be an important risk management tool
 enables the company to ascertain the facts and determine whether it may have 

exposure to regulatory actions or private claims
 enables the company to stop any ongoing improper activity
 puts the company in a better position to consider whether voluntary disclosures 

to regulators and investors are appropriate
 may minimize the extent and disruption of a government investigation and 

result in reduced sanctions
 helps the company prepare a defense in the event of later regulatory or civil 

actions

5



Benefits of an Internal Investigation

 If the government has already initiated, or is likely to initiate, an 
investigation
 The company’s internal investigation may uncover evidence that disproves the 

alleged misconduct
 Even if the company’s internal investigation does not preclude government 

action, it can still help in numerous ways
 the results of the internal investigation - or the promise to conduct one - can 

limit the scope of the government's investigation and reduce the burden on the 
company

 will be helpful determining whether to settle the matter and in negotiating an 
acceptable settlement with the regulators

 prudent in the event of threatened or pending private litigation
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Initial Steps

 Assessing the Complaint or Allegation
 Nature of allegation

 Is it credible?
 Or is there an ulterior motive?  (E.g., being used by a competitor or an employee facing 

performance issues)
 Are the allegations sufficiently specific?
 Is it serious?  (Illegality, impact on financials, etc.)

 Does it merit an internal investigation?  
 Is the company’s compliance program implicated? 
 If an investigation is not initiated, document why this was the decision

 Is Immediate Action Necessary?  (E.g., suspend payments, personnel)
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Initial Steps

 Communication with a whistleblower
 Can you do this?  How?
 Purpose:  Information gathering (substance of allegations and status of 

government investigation), trust building 
 Not Confidential

 Who will oversee the investigation?
 Management
 Compliance 
 Legal Department
 Board of Directors/Board Committee
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Costello Labs Investigation

 Costello Laboratories is a UK-based pharmaceutical company whose 
shares are listed on the New York Stock Exchange.  Yesterday, while 
attending an off-site conference, Costello’s General Counsel, Sally Bates, 
received an email in the company’s hotline mailbox.  

 The email comes from an individual indicating he is a former sales 
representative for Costello, who states that he was fired because he had 
raised issues regarding certain sales practices that he would not engage in 
and thought violated Costello’s policies.  

 Specifically, he alleges that sales representatives in the company’s 
Mexican subsidiary have been providing local doctors and health officials 
with expensive meals and trips, in violation of the company’s Gifts & 
Entertainment Policy.  
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Costello Labs Investigation

 What immediate steps should Bates take?
 Who should investigate the allegations?  

 Is it necessary to hire outside counsel?
 What if there is an audit already scheduled for the Mexican subsidiary for the 

following week?
 How should Bates respond to the whistleblower?
 Would it be advisable to disclose the allegations to the US government?
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Initial Steps

 Data preservation
 Understanding data storage system and practices
 Suspension of document retention procedures
 Legal hold notices
 Data snapshots
 Recordings (e.g., telephone recordings)

 Timing of hold notice
 Substantive scope and scope of distribution of hold notice
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Costello Labs Investigation

 Employees at Costello are issued company laptops that they use for work 
purposes (and are not supposed to use for non-work purposes).  

 The company does not issue cell phones, but does subsidize the cost of 
each employee’s personal cell phone, which most employees use for both 
work and personal matters.  

 The subsidiary has its own servers, located in Mexico, which stores email 
and hosts network drives.  Email and network drives for UK employees are 
located on servers in the UK. 

 How do these data sources impact your preservation efforts?
 What issues are raised here?
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Initial Steps

 Building a Team
 Structure and Oversight

 Ensuring Confidentiality & Privilege
 Members

 Legal (internal or external)
 Sometimes a combination of in-house and external will work
 More than one outside law firm?

 Forensic Accountants (internal or external)
 Local Resources (internal and external)

 Local counsel
 Other Experts (computer/technical, business intelligence, foreign language 

capability)
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Initial Steps

 Internal Supervision/Reporting
 General Counsel
 Chief Compliance Officer
 Board of Directors
 Audit Committee
 Special Committee of the Board
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Initial Steps

 Develop Written Investigation Plan  
 Must be flexible but defined
 Credible
 Elements include

 Subject and Scope of Investigation
 Should set out allegations and facts known at the outset

 Tasks
 Document Sources, Collection, and Review
 Interviews
 Accounting Review

 Timeline
 Reporting

 Always proceed on assumption of disclosure to regulators
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Costello Labs Investigation

 The following week, Bates receives a second email from the whistleblower.  
In this email, the whistleblower alleges that Alf Romeo, Costello’s Mexico 
country manager, encouraged the lavish meals and trips and also stated 
that Romero used his “connections” to get Placebex, a new cancer 
treatment drug produced by Costello, listed on the Mexican government’s 
approved drug list, which enabled it to be prescribed in state-run facilities.  

 Bates wasn’t involved in the effort to get Placebex on the approved drug 
list, but she knows the process was led by the company’s UK-based 
government relations team, under the supervision of Martin Shelly, the 
Executive Vice-President for Global Business Development, who is thought 
likely to be Costello’s next CEO.  

 Placebex has been widely adopted since its inclusion in the approved drug 
list, and accounts for nearly 50% of the subsidiary’s revenues.  
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Costello Labs Investigation

 How do these allegations impact the investigation?
 How would you structure the investigation work plan?
 At this point, is it necessary to hire outside counsel?

 Does Bates need to report these new allegations?
 To whom?
 How much should she report?
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Costello Labs Investigation

 Bates is concerned about the allegations surrounding Placebex’s approval, 
so she endeavors to learn more about the process. 

 She learns that the process involved numerous submissions to the Mexico 
Ministry of Health, which is ultimately responsible for determining which 
drugs are approved.  Costello’s submissions were overseen by Shelly, with 
assistance from Romeo.  

 There were also several other employees, based in either Mexico or the UK, 
who assisted with various parts of the submission.  Some of these 
employees no longer work for Costello.  

 As part of the process, Romeo also engaged a consultant, Expeditor, which 
holds itself out as an expert in getting drugs placed on the approved drug 
list.  One of Expeditor’s principals is the brother-in-law of the current Minister 
of Health.
 What should the next steps in the investigation be?
 How could you learn more about the consultant that Romeo engaged?
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matters, including DOJ investigations and SEC enforcement
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internal corporate investigations and providing advice to
corporate management and directors regarding compliance and
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on Foreign Corrupt Practices matters, and also has substantial
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Jeff is co-author of The Foreign Corrupt Practices Act:
Compliance, Investigations and Enforcement, a comprehensive
book covering all aspects of FCPA compliance and enforcement.
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