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Recent Messages from the FCA

Anti-Money Laundering Annual Report 2017/18 (July 2018)
 FCA currently investigating around 75 firms and individuals for AML issues.
 Aim to visit firms at high risk of money laundering over four year cycle – diagnostic 

approach towards investigations.
 Utility of Financial Crime Data return.
 Overall, based on supervisory visits, firms have made improvements in their AML 

controls since previous visits.
 However, some weaknesses were also identified, for example:

 Client risk assessments being too narrow.
 Recording of decisions.

 Smaller overseas banks mentioned as having particular weaknesses, some serious, 
for example:
 Ineffective application of Enhanced Due Diligence.
 Training.
 Testing of effectiveness of AML Controls.
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Lessons Learned from Recent FCA Enforcement Activity -
Canara Bank (“Canara”)

 FCA investigation in 2012/2013 - serious weaknesses in systems and 
controls.

 Weaknesses had not been adequately addressed by the time of a second 
FCA visit in 2015.

 Canara’s failure to complete a remedial exercise was an aggravating factor.

 Canara was fined £896,100 on 6 June 2018 and restricted from accepting 
deposits from customers without an existing Canara account for 147 days.
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Canara demonstrated five main AML deficiencies

Senior Management
 Failure to create a culture of sufficient AML focus among staff of all levels:

 Lack of monitoring of AML and financial crime risks and controls;
 Reviews of customer files were formulaic and driven by checklists;
 Unusual customer account activity was not identified or flagged;
 PEP status within customers was not identified.

Governance/Oversight
 Lack of Risk Management Framework – senior management did not 

understand AML risks or devote sufficient focus to mitigation.
 AML and Compliance Committees were only formed in 2015 and failed to 

meet their objectives.
 Failure to remediate following first FCA visit.
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Canara demonstrated five main AML deficiencies

Three Lines of Defence Model
 Operational management did not own AML and sanctions risk activity.
 No compliance manual, ‘tick box’ over risk-based approach to checklists.
 External auditors followed a ‘checklist’ designed by Canara and did not 

assess compliance with legal and regulatory requirements.

Money Laundering reporting function
 Staff responsible for oversight of AML compliance carried out both first and 

second lines of defence and did not have adequate skills and experience.
 Senior management did not request or receive regular reports.
 No AML Committee until 2015.
 AML Committee failed to assess robustness of AML systems and controls, 

and accepted without challenge internal assurances of their effectiveness.
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Canara demonstrated five main AML deficiencies

AML systems and controls
 Non-compliant AML manual and no adequate policies or procedures:

 for CDD, EDD, monitoring or risk assessment and management;
 for the identification of complex or unusually large transactions or unusual 

patterns of activity with no apparent economic or lawful purpose; and
 to identify PEPs.

 Inadequate CDD and EDD:
 First FCA visit - no evidence of risk assessment of trade finance customers, 

and no EDD of high-risk customers; 
 Second FCA visit - insufficient risk assessment of all customers and Canara 

AML manual on EDD not being followed.
 Inconsistent and inadequate sanctions procedures:

 Sample-based transaction monitoring.
 Training:

No AML or sanctions training to staff between November 2012 and April 2015. 
Operational front line staff not provided with adequate training.
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Lessons Learned from Recent FCA Enforcement Activity -
Deutsche Bank Corporate Banking & Securities Division

 Internal investigation uncovered suspicious securities mirror trades during 
2012-2014 involving Deutsche Bank Moscow. Customers had been able to 
convert c.US$10bn of Rubles into US Dollars and transfer to connected 
customers outside Russia and onwards into foreign bank accounts.

 FCA notified in early 2015 and concluded that the transfers took place “in a 
manner highly suggestive of financial crime”.

 Failure to consider FCA guidance and Deutsche Bank’s previous 
disciplinary history were considered aggravating factors.

 Deutsche Bank was fined £163,076,224 on 30 January 2017.
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Deutsche Bank’s key AML deficiencies with respect to 
mirror trades

 Deutsche Bank was alleged to have demonstrated inadequate CDD and 
EDD, such that it could not verify the identities of many of its mirror trade 
customers, sources of funds and did not understand its customers’ 
business.

 The FCA concluded that the AML deficiencies included:

 Flawed AML customer and country risk-rating methodologies
 Russia was not categorised as a high risk country.
 No consideration of the type of legal entity used when onboarding or the risk of 

lack of face to face contact with mirror trading customers.
 Consequently no mirror trading customers were considered high risk.

 Deficient AML and KYC policies and procedures
 No guidance on legitimacy of funds or how to assess expected account activity.
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Deutsche Bank’s key AML deficiencies with respect to 
mirror trades

 Inadequate AML IT infrastructure - no single authoritative repository of KYC 
information
 No reconciliation between trading and customer onboarding systems, such that 

customer trading activity was not monitored and the London front office 
hindered from retrieving customer KYC information.

 Lack of automated AML systems to detect suspicious trades
 Corporate Banking and Securities Division lacked an automated system to 

assess suspicious securities trades so could not effectively monitor a high 
volume of transactions.

 Inadequate monitoring and oversight of trades booked in the UK by the 
Moscow office
 Moscow front office booked London side of mirror trades into the UK, and 

London front office mistakenly considered its Moscow counterpart responsible 
for monitoring those trades. No system for DB Moscow to monitor trades 
booked into the UK.
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Deutsche Bank’s key AML deficiencies with respect to 
mirror trades

 Lack of resourcing
 Global headcount reduction led to fewer compliance staff in London and 

Moscow.
 Under resourcing flagged internally as a top key risk to the UK AML function.
 Deutsche Bank Moscow had raised concerns as to its own under resourcing in 

its AML and customer onboarding functions.

 Failure of culture
 London front office did not consider itself responsible for Deutsche Bank’s KYC 

obligations and relied on other teams.
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Fifth EU Anti-Money Laundering Directive (“5AMLD”)

 5AMLD came into force on 9 July 2018, with implementation by EU 
Member States required before 10 January 2020.

 The earlier Fourth Anti-Money Laundering Directive (“4AMLD”) advocated a 
risk-based approach towards due diligence and evidence-based decision-
making.

 5AMLD identifies certain situations which are so high-risk that a defined list 
of measures must be taken to mitigate money laundering risk.

 It is expected that the UK will transpose 5AMLD into domestic legislation. 
However, if there is a no-deal Brexit, it remains to be seen whether the UK 
will implement 5AMLD.
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For AML-regulated entities some transactions would require 
increased scrutiny

 Under 5AMLD requires regulated EU entities will have to examine the 
background and purpose of a transaction if it meets at least one or more of 
the following criteria:

1. Complex;
2. Unusually large;
3. Conducted in an unusual pattern; or
4. Without apparent lawful or economic purpose.

Currently, the Money Laundering, Terrorist Financing and Transfer of Funds 
(Information on the Payer) Regulations 2017 (implementing 4AMLD) (“UK 
2017 Money Laundering Regulations”) require additional scrutiny for 
transactions that are:
1. Complex and unusually large or demonstrate unusual patterns; and
2. Have no apparent economic or legal purpose.

13



Enhanced due diligence measures for business relationships 
or transactions involving high-risk third countries

 With respect to “business relationships or transactions involving high-risk 
third countries”, a regulated EU entity will have to apply the following EDD 
measures:

1. Additional information on the customer, UBO(s) and intended nature of 
the business relationship;

2. Information on the reasons for the intended or performed transactions;
3. Information on SOF and SOW of the customer and of the UBO(s);
4. Senior management approval for establishing or continuing business 

relationship;
5. Enhanced monitoring of business relationship: more frequent controls 

and reporting; further examination of transaction patterns.
The above measures mirror the EDD measures currently applicable to 
business relationships with PEPs pursuant to the UK 2017 Money 
Laundering Regulations.
Also see chapter 3 of the FCA’s Financial Crime Guide.
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Enhanced due diligence measures towards persons 
carrying out transactions involving high-risk third countries

 Regulated EU entities will also be obliged to apply one or more of the 
following risk-mitigating measures to “persons and legal entities carrying 
out transactions involving high-risk third countries”:

1. Application of additional elements of EDD;
2. Introduction of enhanced and systematic reporting of financial 

transactions;
3. Limitation of business relationships or transactions with individuals or 

entities from those high-risk third countries.

5AMLD requires EU Member States to notify the Commission before enacting 
or applying any of the above measures under local law. The precise nature of 
the requirements that will be imposed in each jurisdiction therefore remains to 
be seen. 
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What are the high-risk third countries?

 The following countries have been identified by the EU Commission as 
high-risk third countries:
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High-risk third countries
Afghanistan Bosnia and 

Herzegovina
DPR Korea Ethiopia Guyana

Iran Iraq Lao DPR Pakistan Sri Lanka
Syria Trinidad and 

Tobago
Tunisia Uganda Vanuatu

Yemen



Sixth EU Anti-Money Laundering Directive (“6AMLD”)

 In force from 2 December 2018 and to be implemented by EU Member 
States before 3 December 2020.

 Its focus is to standardise the EU Member State approach towards money 
laundering, as well as to expand the scope of liability and sanctions. 

 The UK has opted out of 6AMLD, considering itself “already largely 
compliant with the Directive”.

 The majority of the Directive will bring the EU Member States’ approach to 
anti-money laundering closer to the English law position, but there are two 
significant developments in the approach to corporate liability.
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EU Member States’ position closer to English law

 List of types of criminal activity which can give rise to money laundering.
 Money laundering covers conversion of property derived from criminal 

activity, concealment of its true nature and acquisition or use of that 
property.

 Offences of assisting, encouraging and attempting money laundering.
 Optional offence where the offender suspected or ought to have known that 

the property was derived from criminal activity.
 Maximum sentences of at least four years.
 Sanctions for entities now include: exclusion from public aid or from 

tendering for public contracts; judicial winding-up order or judicial 
supervision; disqualification from the practice of commercial activity.

 Confiscation or freezing of proceeds of money laundering.
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New corporate liability offence A

 Corporate entities will be held liable where an individual with a ‘leading 
position’ carries out money laundering for the benefit of the entity.

 Under 6MLD an individual has a “leading position” when they have the 
power to represent the entity, take decisions on its behalf or exercise 
control within it.

 Under English law, corporate criminal liability for money laundering 
offences can be ascribed where the offender was a directing mind and will 
of the entity. However the ‘leading position’ definition could well encompass 
a broader range of individuals than the English law position.

 Entities in the UK currently face civil recovery orders where they can be 
identified as in possession of criminal proceeds (even where they are not 
themselves criminally liable) and regulatory sanctions (if AML-regulated).
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New corporate liability offence B

 Corporate entities will be held criminally liable where a lack of supervision 
or control by an individual with a leading position has made possible the 
commission of money laundering by an individual under its authority.

 The closest parallel under English law are “failure to prevent offences”, 
which only apply to bribery or facilitation of tax evasion. 

 However the new 6AMLD requirement that lack of supervision has made 
money laundering possible suggests a higher standard of proof than under 
the UK Bribery Act 2010. Under the Bribery Act, corporate liability is (in 
certain specific circumstances) presumed but a company has a defence
where it can demonstrate that it had in place adequate procedures to 
prevent bribery. 
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New corporate liability offence B

 The UK 2017 Money Laundering Regulations impose civil or criminal 
liability where a regulated entity contravenes a relevant requirement. 

 One of these relevant requirements is to “establish and maintain policies, 
controls and procedures to mitigate and manage effectively the risks of 
money laundering or terrorist financing”.

 Civil penalties can be imposed, including a fine, suspension or removal of 
authorisation, prohibition on management.  Criminal sanctions include 
sentences of up to two years and/or a fine.

 Broader scope of liability than 6AMLD - no requirement that money 
laundering was actually carried out.
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Unexplained Wealth Orders

 Unexplained Wealth Orders (“UWOs”) were created by the Criminal Finances Act
2017. The power to make UWOs commenced on 31 January 2018.

 UWOs are civil High Court orders requiring the respondent to provide a statement
setting out that person’s interest in property and setting out how the respondent
obtained that property.

 The aim is to provide enforcement agencies with new tools to tackle serious
organised crime and money laundering.

The test
 The High Court must be satisfied that:

 There is reasonable cause to believe that Respondent holds property with a
value greater than £50,000; and

 There are reasonable grounds for suspecting that the known sources of the
respondent’s lawfully obtained income would have been insufficient for the
purposes of enabling the respondent to obtain the property (the income
requirement).
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Unexplained Wealth Orders

POCA s.326B(4)(a)(b)
UWOs can only be made against two types of respondents:
 Politically exposed persons; or
 Those involved with Serious Crime.

Who can apply for an UWO?
Under POCA 2002, applications may be made by an enforcement authority named in
subsection (7). These are:
 The National Crime Agency;
 Her Majesty’s Revenue and Customs;
 The Financial Conduct Agency;
 The Director of the Serious Fraud Office;
 The Director of Public Prosecutions.
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Unexplained Wealth Orders

Procedure
 An application is made to the High Court. Once the order is made, the respondent

will be served with the UWO. The respondent will be required to explain the source
of the suspicious wealth.

 If the respondent is unable or refuses to explain the source of the wealth without
reasonable excuse, the property is presumed to be recoverable property under
POCA 2002, Pt 5 through the civil recovery regime.

 If false or misleading statements are made in response to the UWO, those may
amount to a criminal offence.

 Information obtained by a UWO cannot be used against the respondent as
evidence in criminal proceedings.

 A UWO may be coupled with an interim freezing order preventing the respondent 
from dealing with the property in question if the High Court finds that there is a risk 
that any later civil recovery order might be frustrated through dissipation of the 
property under consideration. 
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Unexplained Wealth Order: Case Study

 Zamira Hajiyeva was the subject of the UK’s first UWO, in February 2018.

 Her husband, Jahangir Hajiyev, was the former chairman of the state-
owned International Bank of Azerbaijan. He was convicted in Azerbaijan in
2016 of embezzlement, fraud and abuse of office, and received a fine of
nearly US$ 40 million and 15 years’ imprisonment.

 The UWO focused on assets including £22 million worth of property,
including a Knightsbridge townhouse, and a golf course in Berkshire, and
extravagant spending including £16.3 million in Harrods between 2006 and
2016.

 In January 2019, Hajiyeva had a diamond ring worth over £1 million seized
by the NCA, which will investigate the source of wealth for its purchase.

26



Draft Registration of Overseas Entities Bill

 The Bill will require any overseas entity that wishes to own land in the UK 
to identify their beneficial owner(s) and to register them.

 In order to register title to land, an overseas entity will have to be registered 
with Companies House and keep the information about beneficial 
ownership up-to-date.

 Failure to register would result in the overseas entity being unable to 
register as a proprietor of land in the UK. 

 The primary purpose of the proposed Register is to “prevent and combat 
the use of land in the UK by overseas entities for the purposes of 
laundering money or investing illicit funds by increasing transparency in 
overseas entities engaged in land ownership in the UK.”

 The draft Bill is currently being considered by a Joint Committee of the 
House of Commons and House of Lords. 

 A written Ministerial Statement explained that the Government intends that 
the register will be operational in 2021. 
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